
VALHALLA Updates - May 2020
Changes and New Features



VALHALLA

§ YARA Rule Feed
§ Hand-crafted, curated high quality rules
§ Five Subscribable Categories:

§ APT
§ Malware
§ Hack Tools
§ Web Shells
§ Exploits

§ 10,000 Rules (+1,500 each year)
§ Rich API and Python API Client

§ e.g. allows to retrieve rules usable with a YARA version 
that your product supports

§ Comprehensive meta data and tagging
(including MITRE ATT&CK tags)



VALHALLA – Rule Info Pages

§ Rule Info Pages
§ Publicly Accessible
§ Simple URL Scheme

https://valhalla.nextron-
systems.com/info/rule/HKTL_Gen_
Reflective_Loader

https://valhalla.nextron-systems.com/info/rule/HKTL_Gen_Reflective_Loader


VALHALLA – Rule Info Pages

§ Rule Meta Data and 
Specifications

§ References as Hyper 
Links

§ Antivirus Verdicts
(so far)



VALHALLA – Rule Info Pages

§ Rule Matches
§ Positives (how many 

Antivirus engines 
considered that 
sample as malicious)

§ Total (how many AV 
engines scanned that 
sample)

§ Timestamp (time + 
date of detection)

§ VT Link is a direct link 
to the sample on 
Virustotal



VALHALLA – Rule Info Pages

§ Statistics
§ How often did the rule 

match in the last 
months?

§ How did AV verdicts 
change over time? 
(not yet implemented)

§ Report False Positive
§ Prefilled Email to 

rules@nextron-
systems.com



VALHALLA – Rule Info Pages

§ Warning: Access to rule info pages is rate limited
§ Many repetitive requests lead to long-term blocks
§ Limits a rather low to allow user normal user behavior but block 

automatic harvesting fast
§ Slow harvesting gets also detected J

§ Why?
§ To avoid data harvesting
§ To avoid system overload

(we have 24,000,000+ entries in our database and complex lookups) 



VALHALLA – MITRE ATT&CK Actor Tags

§ Auto-Tagging
§ MITRE ATT&CK

Techniques
§ NOW: also Actor 

Group IDs

e.g. “APT41” in rule 
name causes rule to 
be tagged with 
“G0096”



VALHALLA – MITRE ATT&CK Actor Tags

Example Use Case: 
OpenCTI Integration 



VALHALLA – Status with Version Number

The feed status now
contains a version number 
that can be used in “greater”
or “less” comparisons.
It consists of the 
year+month+day+hour of 
the last change. 
This allows a user to check 
and retrieve the feed only if 
a new version is available.


